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BILiSIM GUVENLIGI TERIMLERI

Sunus

Bilisim giivenligi konusunun Tiirkiye’de daha genis kitlelere anlatilmasinin, bu konuda
Tiirkiye’de ve Tiirkge yayin yapilmasinin énemli gereksinimlerinden birisidir bu alanda {izerinde
uzlasilmig bir terim kiimesi oldugu aciktir. Bu calisma, bu eksikligi gidermeye yonelik bir
baslangig olusturmay1 hedeflemektedir.

Bu metnin akademik bir c¢alisma sunusu olmadigini, teknik uzman bakis agis1 ve bilgileri
dogrultusunda hazirlandigim1  hatirda tutmanmiz  ve degerlendirmenizi bu cergevede
gerceklestirmeniz uygun olacaktir.

Katki ve Onerilerinizi dayioglu@metu.edu.tr adresinden e-posta yolu ile benimle paylasabilirsiniz.

Terimler

Olay | Event
Bir hedefe yonlendirilmis ve sonugta hedefin durumunu degistirmeyi amaglayan eylem.

An action directed at a tariet which is intended to result in a chanie of state (status) of the tariet.

Eylem | Action
Bir kullanici ya da siireg tarafindan bir sonuca ulasmak amaciyla atilan adim.

A stei taken bi a user or process in order to achieve a result.

Hedef | Target
Bir bilgisayar, mantiksal ag varlig: (hesap, siire¢ ya da veri) ya da fiziksel varlik (bilesen,
bilgisayar, ag ya da aglar agy).

A computer or network logical entity (account, process or data) or physical entity (component,

comiuter, network or internetwork).

Yoklama | Probe
Karakteristik 6zelliklerini belirlemek tizere bir hedefe erigim.

Access a tariet in order to determine its characteristics.

Tarama | Scan

Hangilerinin belirli karakteristige sahip oldugunu gérmek iizere bir hedef kiimesine sira ile
erisim.

Access a set of targets sequentially in order to identify which targets have a specific
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characteristic.

Sel | Flood
Kapasitesinin sinirin1 zorlamak amaci ile bir hedefe sik, ardisik erisim.

Access a target repeatedly in order to overload the target’s capacity.

Atlatma | Bypass
Bir hedefe erisim igin alternatif bir yontem izleyerek bir siireci gecersiz kilma.

Avoid a process by using an alternative method to access a target.

Sasirtma | Spoof
Ag iletisiminde kendisini bagka bir varlik olarak gostererek saklanma.

Masquerade by assuming the appearance of a different entity in network communications.

Hesap | Account

Bir bilgisayar ya da ag iizerinde, hesap adi, parolas1 ve kullanim kisitlar: gibi bilgiler iceren
kullanic erigim alan1 kayda.

A domain of user access on a computer or network which is controlled according to a record of
information which contains the user’s account name, password and use restrictions.

Siire¢ | Process

Programin g¢alistirilabilir halini, verilerini, yigitini, program sayacini, y181it gostergecini ve diger
yazmaglarini igeren biitiin halinde ¢alisir durumdaki bir program.

A program in execution, consisting of the executable program, the program’s data and stack, its
program counter, stack pointer and other registers, and all other information needed to execute
the program.

Veri | Data
Insanlar tarafindan ya da otomatiklestirilmis yollarla gergeklerin, kavramlarin ya da islem
adimlarinin iletisim, yorumlama ve islenmeye hazir haldeki gosterimi.

Representations of facts, concepts, or instructions in a manner suitable for communication,
interpretation, or processing by humans or by automatic means.

Bilesen | Component
Bir bilgisayar1 ya da bir ag1 olusturan parcalardan birisi.
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One of the parts that make up a computer or network.

Saldinn | Attack

Yetkisiz bigimde bir takim sonuglara ulasmak amaciyla bir saldirgan tarafindan gergeklestirilen
bir dizi adim.

A series of steps taken by an attacker to achieve an unauthorized result.

Yetkilendirilmis | Authorized
Sahibi ya da yoneticisi tarafindan onaylanmus.

Approved by the owner or administrator.

Yetkilendirilmemis | Unauthorized

Sahibi ya da yOneticisi tarafindan onaylanmamuis.

Not approved by the owner or administrator.

Ara¢ Takimi | Toolkit
Betikler, programlar ve bagimsiz ajanlardan olusan ve zayifliklardan faydalanmak {izere

derlenmis yazilim paketi. Yaygin bicimde goriilen rootkit'ler ara¢ takimina bir 6rnektir.

A software package which contains scripts, programs, or autonomous agents that exploit

vulnerabilities. An examile is the wideli available toolkit called rootkit.

Dagitik Arag | Distributed Tool
Birden ¢ok bilgisayar sistemine dagitilabilen ve daha sonra tiim sistemlerden tek bir hedefe
koordineli bir saldir1 gergeklestirmek icin kullanilan, saldirganin kimliginin de gizlenebildigi

arag.
A tool that can be distributed to multiple hosts, which can then be coordinated to anonymously
perform an attack on the target host simultaneously after some time delay.

Zayiflik | Vulnerability
Bir sistemde yetkilendirilmemis eylemlere izin veren zaafiyet.

A weakness in a sistem allowini unauthorized action.

Tasarim Zayiflig1 | Design vulnerability
Miikemmel bir uygulamanin bile 6nleyemedigi, bir donanimin ya da yazilimin tasarimina ya da
belirtimine iligskin zayiflik.
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A vulnerability inherent in the design or specification of hardware or software whereby even a
perfect implementation will result in a vulnerability

Uygulama Zayiflig1 | Implementation vulnerability

Tatminkar bir tasarima sahip yazilim ya da donanimin uygulanmasi ya da gergeklestirimi
sirasinda yapilan bir hatadan kaynaklanan zayiflik.

A vulnerability resulting from an error made in the software or hardware implementation of a
satisfactory design.

Yapilandirma Zayiflig: | Configuration vulnerability

Sistemin yapilandirmasindaki bir hatadan kaynaklanan zayiflik. Sistem hesaplariin éntaniml
parolalari ile birakilmasi, yeni dosyalara “herkes-yazabilir” izni ile agilmasi ya da zayif
hizmetlerin aktif hale getirilmesi yapilandirma zayifliklarina birer 6rnektir.

A vulnerability resulting from an error in the configuration of a system, such as having system
accounts with default passwords, having “world write” permission for new files, or having
vulnerable services enabled.

Bilginin A¢iga Vurulmasi | Disclosure of Information

Bilginin erismek i¢in yetkilendirilmemis herhangi birisine ulagmasi.

Dissemination of information to anyone who is not authorized to access that information.

Bilginin Bozulmasi | Corruption of Information
Bir bilgisayar ya da ag iizerindeki verilerin yetkilendirilmeden degistirilmesi.

Unauthorized alteration of data on a computer or network.

Hizmet Aksatma | Denial of Service
Sistem kaynaklarina yetkilendirilmis erisimlerin engellenmesi ya da sistem isleyisinin
yavaglatilmasi.

The prevention of authorized access to a system resource or the delaying of system operations
and functions.

Olay | Incident
Saldirganlarin, saldirilarin, amaclarin, sitelerin ve zamanlamanin farkliligi nedeniyle diger
saldirilardan ayirt edilebilen bir saldir1 grubu.

A group of attacks that can be distinguished from other attacks because of the
distinctiveness of the attackers, attacks, objectives, sites, and timing.
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Saldirgan | Attacker
Bir amaca ulasabilmek iizere bir ya da daha fazla saldirty1 deneyen birey

An individual who attempts one or more attacks in order to achieve an objective

Amag | Objective
Bir olayin gerekgesi ya da nihai hedefi.

The purpose or end goal of an incident.

Calma | Steal
Bir kopyasini kaynak yerinde birakmadan bir hedefin denetimini ele gecirme

Take iossession of a target without leaving a coiy in the original location

Saldir | Intrusion

Bir kaynagin biitiinltigiinii, gizliligini ya da bulunurlugunu bozmay1 hedefleyen her tiirlii eylem.
Any set of actions that attempt to compromise the integrity, confidentiality or availability of a
resource.

Saldin Tespiti | Intrusion Detection

Yetkilendirilmemis bigcimde bilgisayar sistemlerini kullanmaya galisan bireyleri (kullanicilar ya
da otomatik saldirganlar) ya da erisim hakkina sahip olan ancak yetkilerini kétiiye kullanmaya
calisan bireyleri tespit etme.

identifying individuals (users or automated attackers) who are using or attempting to use the
computer system without authorization or who have legitimate access but are attempting to
abuse their privileges.

Koordineli Saldir | Coordinated Attack

Saldirinin biitiinlesik dogasini gizlemek ve daha hizli ilerlemek adina, paralel oturumlar

kullanma ve bir patlatmanin birden ¢ok adima béliinerek gerceklestirilmesi.

Coordinated attacks are multi-step exploitations using parallel sessions where the distribution of

steps between sessions is designed to obscure the unified nature of the attack to proceed more
uickl

Patlatma | Exploit
Sistemdeki bir zayifliktan faydalanarak, bir bigimde, bir amaci gerceklestirmeye calismak.
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To, in some way, take advantage of a vulnerability in a system in the pursuit or achievement of
some objective.

Biitiinliik | Integrity

Yetkilendirilmemis bigimde ya da kaza ile verilerin degistirilmedigini, yok edilmedigini ya da
kaybedilmedigini gdsteren nitelik.

The property that data has not been changed, destroyed, or lost in an unauthorized or accidental

manner.

Mahremiyet | Confidentiality

Bilgilerin yetkilendirilmemis kisiler, varliklar ya da siireglerce erisilemez olmasini saglayan
nitelik.

The property that information is not made available or disclosed to unauthorized individuals,
entities, or processes (i.e., to any unauthorized system entity).

Bulunurluk | Availability
Bilgi ve iletisim hizmetlerinin gerektigi anda calisir durumda olmasinin saglanmasi.

Assuring information and communications services will be ready for use when expected.

Anormallik | Anomaly
Normalden ya da siradandan farklilik gosteren ve bu nedenle tatminkar olmayan bir kural ya da

islem.

An anomaly is a rule or practice that is different from what is normal or usual, and which is
therefore unsatisfactory.

Sinir Deger | Boundary Value
Bir sistem ya da bilesen icin tanimlanmus en kiiciik ya da en biiyiik girdi ya da gikt1 degeri.

A data value that corresponds to a minimum or maximum input, internal, or output value
specified for a system or component.

Alan Tasirma | Buffer Overflow

Bu durum, bir alana tasiyabileceginden daha fazla verinin konmasi durumunda gergeklesir.
Sistem ¢okmesine ya da bir arka kap1 olugmasi yolu ile sistem erisimine yol agabilir.

This happens when more data is put into a buffer or holding area, then the buffer can handle.

This can result in sistem crashes or the creation of a back door leadini to sistem access.
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Hata Bug
Bir programin beklenmedik ya da istenmeyen bigimde davranmasina neden olan ariza.

A fault in a program which causes the program to perform in an unintended or unanticipated
manner.

Yanlis negatif | False Negative

Bir saldirinin pargasi olarak gerceklestirilen adimlarmin hig birisinin anormallik olarak
siniflandirilmamasi durumu.

Occurs when none of the sequences generated by an intrusion are classified as anomalous.

Yanlis pozitif | False Positive
Gegerli ve makul bir davranisa iliskin bir adimin anormal olarak simiflandirilmasi: durumu.

Occurs when a single sequence generated by legitimate behavior is classified as anomalous.

Si1zma | Penetration

Bir sistemin giivenlik mekanizmalarinin bagsari ile atlatilmasi.

The successful act of bypassing the security mechanisms of a system.

Si1zma Denemesi | Penetration Testing

Giivenlik sitnamasinin bir pargasi olarak degerlendiricilerin bir sistemin giivenlik 6zelliklerini
atlatmaya galismasidir. Degerlendirmeyi yapanlarin kaynak kodlar da dahil olmak tizere tiim
sistem tasarim ve gergeklestirim belgelemesine, kullanim kilavuzlarina ve devre semalarina
sahip oldugu varsayilir. Degerlendiriciler, atlatma girisimlerine siradan bir kullanicinin yetkileri
ile baglarlar.

The portion of security testing in which the evaluators attempt to circumvent the security
features of a system. The evaluators may be assumed to use all system design and
implementation documentation, that may include listings of system source code, manuals, and
circuit diagrams. The evaluators work under the same constraints applied to ordinary users.

Risk | Risk
Belirli bir tehditin sistemin belirli bir zayifligindan faydalanarak sisteme zarar verme ihtimali.

The probability that a particular threat will exploit a particular vulnerability of the system.

Arta Kalan Risk | Residual Risk
Giivenlik 6nlemleri uygulandiktan sonra kalan risk boliimii.
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The portion of risk that remains after security measures have been applied.

Risk Analizi | Risk Analysis

Giivenlik risklerinin, bu risklerin 6lgeklerinin ve 6nlem alinmasi gereken alanlarin belirlenmesi
sureci.

The process of identifying security risks, determining their magnitude, and identifying areas

needini safeiuards.

Risk Yonetimi | Risk Management

Sistem kaynaklarimi etkileyebilecek belirsiz olaylarin belirlenmesi, denetlenmesi, yok edilmesi ya
da en aza indirgenmesini kapsayan siireg. Risk analizi, fayda-maliyet analizi, se¢im,
gerceklestirim, stnama, 6nlemlerin giivenlik degerlendirmesi ve komple giivenlik gézden

gecirmesini igerir.
The total process of identifying, controlling, and eliminating or minimizing uncertain events that
may affect system resources. It includes risk analysis, cost benefit analysis, selection,

imilementation and test, securii evaluation of safeguards, and overall security review.

Giivenlik | Security

Art niyetli eylemlerden ve etkilerinden korunmak tizere alinan ve stirdiiriilen koruyucu
Onlemlerin sonucunda olusan durum.

A condition that results from the establishment and maintenance of protective measures that
ensure a state of inviolability from hostile acts or influences.

Giivenlik Degerlendirmesi | Security Evaluation

Hassas bilgilerin islenmesinde kullanilan sistemlerin giivenilirlik diizeyini degerlendirme ve
belirleme islemi.

An evaluation done to assess the degree of trust that can be placed in systems for the secure
handling of sensitive information.

Kurt | Worm
Bagimsiz olarak calisabilen, isler durumdaki kopyalarini ag tizerindeki bagka bilgisayarlara
aktarabilen ve zarar verecek bicimde sistem kaynaklarimni tiiketen bilgisayar programi.

A computer program that can run independently, can propagate a complete working version of

itself onto other hosts on a network, and may consume comiuter resources destructively.

‘ Erisim | Access
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Bilgiyi islemek ya da bir sistem tarafindan islenen bilgiyi edinmek tizere bir sistem ile etkilesime
ya da etkilesime ge¢me becerisi ve yontemi.

The ability and means to communicate with or otherwise interact with a system in order to use
system resources to either handle information or gain knowledge of the information the system
contains.

Erisim Denetimi | Access Control

Protection of system resources against unauthorized access; a process by which use of system
resources is regulated according to a security policy and is permitted by only authorized entities
(users, programs, processes, or other systems) according to that policy.

Erisim Denetim Listesi | Access Control List

Erisime izinli sistem varliklarinin kimliklerinin listelenmesi yolu ile bir sistem kaynagina erigimi
saglayan mekanizma.

A mechanism that implements access control for a system resource by enumerating the identities

of the system entities that are permitted to access the resource.

| Accountability

The property of a system (including all of its system resources) that ensures that the actions of a
system entity may be traced uniquely to that entity, which can be held responsible for its actions.

Anonim | Anonymous

Bilinmeyen ya da gizlenmis bir isim tagima durumu.

The condition of having a name that is unknown or concealed.

Asimetrik Sifreleme | Asymmetric cryptography

Iki farkli anahtarin s6z konusu oldugu (acik ve gizli anahtar), algoritmanin farkli adimlarinda
anahtarlarin degismeli kullanildig1 modern bir sifreleme dalidir.

A modern branch of cryptography (popularly known as "public- key cryptography") in which
the algorithms employ a pair of keys (a public key and a private key) and use a different
component of the pair for different steps of the algorithm.

Dogrulama | Authenticate

Burak DAYIOGLU - dayioglu@metu.edu.tr




Bilisim Giivenligi Terimleri — Taslak Siirtim (15.02.2002)

Verify (i.e., establish the truth of) an identity claimed by or for a system entity.

Zayiflik incelemesi | Vulnerability Assessment

A measurement of vulnerability which includes the susceptibility of a particular system to a
specific attack and the opportunities available to a threat agent to mount that attack.

Yetkilendirme | Authorization

An "authorization" is a right or a permission that is granted to a system entity to access a system
resource.

Arka Kap1 | Back door
Sistem ve sistem kaynaklarina siradan prosediir disinda bir yontem ile ulagilmasini saglayan,
sistem tasarimcilari ya da isletmenleri tarafindan bilerek birakilmis olan ya da kamunun yaygin

bilgisi dahilinde olmayan yazilim ya da donanim mekanizmasi.

A hardware or software mechanism that (a) provides access to a system and its resources by
other than the usual procedure, (b) was deliberately left in place by the system's designers or
maintainers, and (c) usually is not publicly known.

| Bastion Host

A strongly protected computer that is in a network protected by a firewall (or is part of a
firewall) and is the only host (or one of only a few hosts) in the network that can be directly
accessed from networks on the other side of the firewall.

| Capability

A token, usually an unforgeable data value (sometimes called a "ticket") that gives the bearer or
holder the right to access a system resource. Possession of the token is accepted by a system as
roof that the holder has been authorized to access the resource named or indicated by the token.

| Challenge-response

An authentication process that verifies an identity by requiring correct authentication

information to be provided in response to a challenge. In a computer system, the authentication
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information is usually a value that is required to be computed in response to an unpredictable
challenge value.

Denetim Toplami | Checksum

A value that (a) is computed by a function that is dependent on the contents of a data object and
(b) is stored or transmitted together with the object, for the purpose of detecting changes in the
data.

| Ciphertext

Data that has been transformed by encryption so that its semantic information content (i.e., its
meaning) is no longer intelligible or directly available.

| Cleartext / Plaintext

Data in which the semantic information content (i.e., the meaning) is intelligible or is directly
available.

| Compartment

A grouping of sensitive information items that require special access controls beyond those
normally provided for the basic classification level of the information.

Bilgisayar Acil Durum Miidahale Ekibi | Computer Emergency Response Team

An organization that studies computer and network INFOSEC in order to provide incident
response services to victims of attacks, publish alerts concerning vulnerabilities and threats, and
offer other information to help improve computer and network security.

| Computer Security Incident Response Team

An organization "that coordinates and supports the response to security incidents that involve
sites within a defined constituency.
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Beklenmedik Durum Plam Contingency Plan

A plan for emergency response, backup operations, and post-disaster recovery in a system as
part of a security program to ensure availability of critical system resources and facilitate

continuiti of oierations in a crisis.

Cerez | Cookie

Data exchanged between an HTTP server and a browser (a client of the server) to store state
information on the client side and retrieve it later for server use.

Dogruluk Kanit1 | Correctness Proof

A mathematical proof of consistency between a specification for system security and the

imilementation of that sieciﬁcation.

Karg1 Tedbir | Countermeasure

An action, device, procedure, or technique that reduces a threat, a vulnerability, or an attack by
eliminating or preventing it, by minimizing the harm it can cause, or by discovering and

reiortini it so that corrective action can be taken.

| Covert Channel

A intra-system channel that permits two cooperating entities, without exceeding their access
authorizations, to transfer information in a way that violates the system's security policy.

| Credential

Data that is transferred or presented to establish either a claimed identity or the authorizations of
a system entity.

| Cryptanalysis

The mathematical science that deals with analysis of a cryptographic system in order to gain
knowledge needed to break or circumvent the protection that the system is designed to provide.
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| Cryptography

The mathematical science that deals with transforming data to render its meaning unintelligible
(i.e., to hide its semantic content), prevent its undetected alteration, or prevent its unauthorized

use. If the transformation is reversible, cryptography also deals with restoring encrypted data to
intelligible form.

On-Tanimli Hesap | Default Account

A system login account (usually accessed with a user name and password) that has been
predefined in a manufactured system to permit initial access when the system is first put into
service.

Sozliik Saldirisi | Dictionary Attack

An attack that uses a brute-force technique of successively trying all the words in some large,
exhaustive list.

Sayisal imza | Digital Signature

A value computed with a cryptographic algorithm and appended to a data object in such a way
that any recipient of the data can use the signature to verify the data's origin and integrity.

Dizin | Directory

A database server or other system that provides information.

| Discretionary Access Control

A means of restricting access to objects based on the identity of subjects and/or groups to which
they belong. The controls are discretionary in the sense that a subject with a certain access
ermission is capable of passing that permission (perhaps indirectly) on to any other subject.

‘ ihlal | Breach
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The successful defeat of security controls which could result in a penetration of the system. A
violation of controls of a particular information system such that information assets or system
components are unduly exposed.

Kaba kuvvet saldiris1 | Brute force attack

A cryptanalysis technique or other kind of attack method involving an exhaustive procedure that
tries all possibilities, one-by-one.

| Compromise

A violation of the security policy of a system such that unauthorized disclosure of sensitive
information may have occurred.

Tehdit | Threat

Any circumstance or event with the potential to cause harm to a system in the form of
destruction, disclosure, modification of data, and/or denial of service.

Tehdit Analizi | Threat Analysis

The examination of all actions and events that might adversely affect a system or operation.

Truva At1 | Trojan Horse

Kullanish ve masum goriinen, ancak yetkisiz veri toplama, degistirme ve yok etmeye izin veren
gizli program parcalari tagiyan program.

An apparently useful and innocent program containing additional hidden code which allows the
unauthorized collection, exploitation, falsification, or destruction of data.

| Formal Specification

A specification of hardware or software functionality in a computer-readable language; usually a
precise mathematical description of the behavior of the system with the aim of providing a
correctness proof.
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Tanimlama | Identification

izin | Permission

| Single Point of Failure

| De-Militerized Zone (DMZ)

| System High

Cok-Katmanli Savunma | Multi-Level Security

Savunma Derinligi | Defense in Depth

Turuncu Kitap | Orange Book

Acik Anahtar Altyapisi | Public-Key Infrastructure

Gizlilik | Privacy
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Giivenlik Duvar1

| Firewall

Hassas Bilgi

| Sensitive Information

| Boundary Protection Device
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